8 RMEERE®BIRAT (https://www.trustkernel.com)
8B ARFIPADSSLIGE (http://ipads.se.sjtu.edu.cn)

o)l FaTEERRIT SR 2N

TrustKernel & EERERZE HIXHE




J=TTrustKernel

! }?E%ZISG ERIX®@BIRAE] |, #Kit-
Fhe. FHTESDMINAGAFRFIAIL , FGRISARE L83

Eﬁ?ﬁ’]ﬁ:‘%ﬂﬁﬁ:_

NEERKEIRRLTE , Tt

HIB T PERES A 9T

VSR EE |, BUI-

- BB R

)<‘

REUiraviil



TEENH M AiEf T



TEE 5 REE

TEE = JZ 2214

.
N\ ™

AAEHTHE | || AERTERE q I
ZRwmN AR ZLINBAEEF TA Truste A ication —
Bxzuv® || 0@ @ e, T .
DRM "-vmf_‘é) ‘ EWE %E@J N T U I

AfEBiE AfEXfN AfERA AEEE BFHEREE ReEXfN AELZANSE

TEEE

S AEHUTERNE S P R ARRFED

llllw

EI
i

AMEPITHRE IR I N ERE O

b SIRER R

Androic {7 4 J (T’ ToZ S IRIER G ) Xﬂ“J:ETATmL\EI’\J}E
M (> o A8 =
CPURSIRE

AFRE. MRS



ARM TrustZone#i K

ARMVG6REFIaRIZ 2815 1E
BFEARM11E Cortex AZR%!
Contex-A8, Cortex-A9, Cortex-Al15%

RAHET—PRZEOSHI— EiBAYOS
RS A EEREET
RN ERFEBE SR

TrustZone2— 12 ERARHNZTL251
GMESE  NTEFIIIMENIR SRS ARM TRUSTZONE




TEELE TV A BISLhrMN A IE

s %Py ()

Snmo Mobile Platform

Samsung TIMA Apple: i10S Enclave

TETShEM DRM



NETEERSENLZE ?

TEELIREHmERSSHAL



TEEX

REE

Application Java Layer

TEE Functional AP

Linux Kernel Layer

05 Func

Hardware

TEE

Trust Application Lay

e

TEE Internal APl

Trust Kernel Layer

REE Proxy (l
g /)

Trusted Kernel

Framebuffer Monitor-mode Hyp-mode
Other Devs Processor & Memory

OR2RBE
QTEER#%ZES
OTAZ =%

@EHRES
1=
®TEESREEZ:
[=F:iiya)



Wit 2 M Toolkit

REE] T F, TEEM] T

Sallow = fal=e=:
uu nwi:;: (ebx) " Slines = file('ip allow. 1=‘_' | I
al = Slines [coun ti{Slines)] = '127.0.0.
lenp ed, 270 G
z short loc_ 4@E1477
¥ ¥ L
E L]
Mo
al, al £l
L0
£ LL
} LE

tos
z

1}

¥
H owl | H wl
jmp short loc_ k477
loc_biib36:

- crp edx, SCh

C/ir jmz short loc AEILSH

- - A oy

Root T.H. (11 Decompiler (#IJEB)  Disassembler (UIIDA) Debugger T.E (4IGDB)
KingRoot)

JVIM

Instrumented
Class Files

*
1

I Coverage Runtime I

Introspection L E Instrumenting N
(fAndroguard) (GIADBI) TEE SDK AT IR

%‘I
-
y



SEPR IR EF N TEEZ 4 2 3]

2013&FMoto., =225
FHAITrustZone %%
iRz

nJfi#fiBootloader , NNk
(EERSFA

Unlocking the Motorola Bootloader

posted by Dan Rosenberg @ 4/08/2013 11:29:00 AM

| recently spent some time dissecting the bootloader used on Motorola's
latest Android devices, the Atrix HD, Razr HD, and Razr M. The
consumer editions of these devices ship with a locked bootloader, which
prevents booting kernel and system images not signed by Motorola or a
carrier. In this blog post, | will present my findings, which include details
of how to exploit a vulnerability in the Motorola TrustZong kernel to
permanently unlock the bootloaders on these phones.

These three devices are the first Motorola Android phones to utilize the
Qualcomm MSME960 chipset, a break from a long tradition of OMARP-
based Motorola devices. Additionally, these three devices were released
in both "consumer” and "developer” editions. The developer editions of
these models support bootloader unlocking, allowing the user to
voluntarily void the manufacturer warranty to allow installation of custom
kernels and system images not signed by authorized parties. However,
the consumer editions ship with a locked bootloader, preventing these
types of modifications.

& http://blog.azimuthsecurity.com/2013/04/unlocking-motorola-bootloader.html
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HTC caught storing fingerprint data in
unencrypted plain text

By Joel Hruska on August 10, 2015 at 4:24 pm

= z For the past few years, both Apple
Share This article and the various Android

manufacturers have been pushing
the idea of fingerprint readers, typically on the dubious grounds that biometric security is
a better choice compared to a good passcode. New research from the security firm
FireEye seems to blow that claim wide open, however. According to FireEye, multiple
Android manufacturers protect your fingerprint so poorly, it can be read by plugging the
phone into a computer and knowing which folder to access.
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A software level analysis of
TrustZone OS and Trustlets in
Samsung Galaxy Phone

Reading time ~15 min

osted by behrang on 04 june 2013

Categories: Mobile, Programming, Python

Introduction:

New types of mobile applications based on Trusted Execution Environments (TEE) and most notably ARM TrustZone micro-
kernels are emerging which reguire new types of security assessment tools and technigues. In this blog post we review an
example TrustZone application on a Galaxy 53 phone and demonstrate how to capture communication between the
Android application and TrustZone OS5 using an instrumented version of the Mobicore Android library. We also present a
security issue in the Mobicore kernel driver that could allow unauthorised communication between low privileged Android
processes and Mobicore enabled kernel drivers such as an IPSEC driver.

Mobicore OS5 :
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